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 Purpose: This study aims to analyze the protection of freedom of expression 

as a constitutional right in Indonesia’s digital space, the implementation of 

restrictions on that right under Law No. 1 of 2024 on Electronic Information 

and Transactions, and to formulate a model of constitutional balancing 

between freedom of expression and public order.  

Research Method: This study employs a normative legal methodology 

using legislative, conceptual, and case-based approaches through the 

analysis of legislation, legal doctrine, and the jurisprudence of the 

Constitutional Court.  

Results and Discussion: The results of the study indicate that Article 27A 

and Article 28(2) of Law No. 1 of 2024 protect different interests, thereby 

requiring interpretive criteria that distinguish between criticism, opinion, 

satire, factual allegations, defamation, and hate speech. Restrictions on 

freedom of expression can only be justified if they comply with the principles 

of legality, necessity, and proportionality.  

Implications: These findings provide guidance for policymakers and law 

enforcement officials to enforce the ITE Law more consistently. 

Originality: This study proposes the constitutional balancing model as an 

interpretive framework for assessing the constitutionality of restrictions on 

freedom of expression in the digital sphere. 
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rights; public order. 
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1. Introduction 

 

Advances in information and communication technology have transformed conventional public spaces 

into digital public spaces, enabling citizens to actively participate in the democratic process through 

various social media platforms. The internet no longer serves merely as a means of communication. 

However, it has also become the primary medium for disseminating information, shaping public opinion, 

and expressing criticism and aspirations regarding government administration. This transformation has 

expanded the public’s access to exercise their constitutional right to express their opinions quickly, 

openly, and without geographical restrictions. In a democratic nation, freedom of expression is one of 

the main pillars that ensures government accountability, promotes transparency in governance, and 

strengthens public participation in the policy-making process. Therefore, the level of protection for 
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freedom of expression is often used as an indicator of the quality of democracy and respect for human 

rights (Marwandianto & Nasution. 

In Indonesia, Article 28E, paragraph (3), and Article 28F of the 1945 Constitution of the Republic 

of Indonesia explicitly guarantee every citizen’s right to express opinions, access information, and 

communicate through various media. These constitutional guarantees establish freedom of expression 

as a fundamental right that must be respected, protected, and fulfilled by the state. However, the 

development of digital space has also presented new challenges, including the increasing spread of 

hate speech, hoaxes, defamation, doxing, and various forms of electronic media abuse that can harm 

others' rights or the interests of the broader public. This situation demonstrates that the use of digital 

technology not only expands the scope of democracy but also creates a need for legal regulations 

capable of maintaining a balance between protecting citizens’ constitutional rights and the public 

interest. 

In response to these developments, the government amended the Law on Information and 

Electronic Transactions through Law No. 1 of 2024 to strengthen legal certainty in the operation of 

electronic systems while protecting citizens' rights in the digital space. Nevertheless, these regulatory 

changes have not fully resolved the debate regarding the constitutional limits on freedom of expression, 

particularly concerning the interpretation of provisions governing defamation, slander, and the 

dissemination of certain information via electronic media. Differing interpretations of these provisions 

have the potential to create legal uncertainty, narrow the scope for legitimate criticism, and give rise to 

a “chilling effect”—a situation in which the public is reluctant to exercise their constitutional rights for 

fear of facing legal proceedings. Therefore, a legal study is needed to explain how the protection of 

freedom of expression as a constitutional right can be balanced with the interest of public order through 

the application of the principles of legality, necessity, and proportionality within the framework of a 

democratic rule of law (Sofwan, 2026). 

Various previous studies have examined freedom of expression in the digital sphere from the 

perspectives of constitutional law, human rights, and criminal law; however, the findings remain varied. 

Marwandianto & Nasution (2020) position freedom of expression as a constitutional right that must be 

interpreted in accordance with the principles of human rights and criminal law, whereas Wiranata et al., 

(2023) demonstrate that digital media has evolved into a primary space for democratic participation 

that expands the public’s freedom of expression, yet remains subject to restrictions based on laws and 

regulations. 

Findings from other studies also indicate that this issue is not merely normative but also impacts 

law enforcement practices in the digital sphere. Susianto et al., (2025) assert that freedom of expression 

is guaranteed by the 1945 Constitution of the Republic of Indonesia. However, any restrictions must be 

applied proportionately in the interest of the public good and national security. Conversely, Natamiharja 

(2025) identifies a gap between constitutional guarantees and the implementation of the ITE Law, which 

still has the potential to criminalize criticism. Kusdarini (2025) found that the constitutional 

strengthening following the amendments has not been accompanied by regulatory certainty or 

adequate oversight mechanisms. Furthermore, Roisah et al., (2024), Alvina et al., (2022), and Haritjahjono 

& Sodikin (2025) demonstrate that increasing restrictions on digital freedoms, the ambiguity of legal 

norms, and weak legal certainty remain major challenges in protecting freedom of expression in 

Indonesia. 

Although these studies have made significant contributions to research on freedom of 

expression in the digital sphere, several limitations remain unaddressed. First, most previous studies 

https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://issn.brin.go.id/terbit/detail/20230206301037059
https://doi.org/10.60079/acsr.v4i2.966


2026. The Author(s). This open-access article is distributed under a Creative Commons 

Attribution 4.0 International License. 

 

Advances in Community Services Research  

Volume 4, Issue 2 (2026). 181-196   e-ISSN: 2985-9778 

DOI: https://doi.org/10.60079/acsr.v4i2.966       

 

 
Page | 183  

 

have focused on human rights aspects, the implementation of the ITE Law, or the criminalization of 

defamation in general, without conducting an in-depth examination of the substantive legal changes 

introduced by Law No. 1 of 2024. Second, existing studies generally have not conducted a doctrinal 

analysis of the legal elements in Article 27A and the related provisions of Article 28(2), particularly 

regarding the scope of the norms, the nature of criminal law, ambiguities in interpretation, and the 

boundaries between constitutionally protected criticism and defamation, slander, satire, opinion, factual 

allegations, and expressions made in the public interest. Third, previous research has also failed to 

integrate an analysis of court rulings—particularly those of the Constitutional Court and the Supreme 

Court—as a basis for explaining the evolution of constitutional interpretations regarding restrictions on 

freedom of expression in the digital sphere. Consequently, the relationship between constitutional 

guarantees, regulatory changes, and law enforcement practices remains an under-explored area in 

Indonesian legal literature. 

Based on these gaps, this study poses three main questions: (1) what form does legal protection 

of freedom of expression—as a constitutional right of citizens—take in Indonesia’s digital space; (2) how 

are restrictions on freedom of expression implemented under Law No. 1 of 2024 on the Second 

Amendment to the on Information and Electronic Transactions, specifically through an analysis of Article 

27A and relevant provisions; and (3) what is the model for balancing freedom of expression and the 

interest of public order based on the principles of legality, necessity, and proportionality within the 

framework of a democratic rule-of-law state. The novelty of this research lies in the development of a 

doctrinal legal analysis that specifically examines the substantive changes to the 2024 Electronic 

Information and Transactions Law (ITE Law) through a constitutional approach, an analysis of the 

elements of criminal norms, interpretation of the concept of constitutionally protected criticism, and the 

integration of case law analysis to establish a constitutional balancing framework between the 

protection of freedom of expression and the interests of public order in the digital sphere. 

The remainder of this paper is organized as follows. Section 2 provides a literature review and 

hypothesis development. Section 3 presents the research method and design. Section 4 provides the 

results and discussion. Section 5 provides concluding remarks and Recommendations. 

 

2. Literature Review and Hypothesis Development 

2.1 Freedom of Expression as a Constitutional Right and a Human Right 

Freedom of expression is one of the fundamental rights that forms the foundation of a democratic state 

governed by the rule of law, as it enables every individual to express their thoughts, obtain information, 

and participate in the public policy-making process freely and responsibly. In the Indonesian legal 

system, this right is constitutionally guaranteed under Article 28E, paragraph (3), and Article 28F of the 

1945 Constitution of the Republic of Indonesia, which recognize the right of every person to express 

opinions, communicate, and obtain information. Furthermore, freedom of expression is also part of the 

human rights guaranteed under Article 19 of the Universal Declaration of Human Rights (UDHR) and 

Article 19 of the International Covenant on Civil and Political Rights (ICCPR), which Indonesia has ratified 

through Law No. 12 of 2005. Thus, the protection of freedom of expression stems not only from the 

national constitution but also from the state’s obligation to meet international human rights legal 

standards (Fernando et al., 2022; Zahrah & Habibah, 2022). In constitutional practice, the Constitutional 

Court also upholds the universality of human rights as a principle of constitutional interpretation; thus, 
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any restriction on freedom of expression must be interpreted strictly so as not to undermine the essence 

of citizens’ constitutional rights (Kurnia & Melatyugra, 2024). 

Although it holds a very important position, freedom of expression is not an absolute right. The 

Indonesian Constitution, through Article 28J of the 1945 Constitution of the Republic of Indonesia, 

permits restrictions on the exercise of human rights provided that such restrictions are established by 

law and aim to protect the rights of others, morality, religious values, security, and public order. 

Therefore, any restriction must comply with the principles of the rule of law and must not be used as a 

tool to limit legitimate criticism of the government or to stifle public participation. Hasani (2022) 

emphasizes that restrictions on constitutional rights are only justifiable if they meet constitutional 

standards and human rights principles. In line with this, Yanis et al., (2025) point out that criminalizing 

public expression without constitutional parameters can conflict with the guarantee of freedom of 

expression. Furthermore, developments in the jurisprudence of the Constitutional Court indicate that 

the protection of freedom of expression must be balanced with legal certainty through a proportional 

interpretation of restrictive norms so that the balance between constitutional rights, the public interest, 

and the protection of others’ rights is maintained (Kurnia & Melatyugra, 2024; Yandy et al., 2026). 

2.2 Restrictions on Freedom of Expression in National and International Law 

Freedom of expression is a fundamental right; however, from both a national and international legal 

perspective, this right is not absolute. International human rights instruments, particularly Article 19, 

paragraph (3) of the International Covenant on Civil and Political Rights (ICCPR), permit states to impose 

restrictions provided they are prescribed by law (legality), aim to protect legitimate interests such as the 

rights of others, national security, public order, public health, or public morals, and are genuinely 

necessary (necessity) and proportionate (proportionality) in a democratic society. Thus, restrictions on 

freedom of expression must not be based on subjective or repressive considerations but must meet the 

three-part test, which serves as the universal standard for the protection of human rights (Sofwan, 2026). 

In line with this, Villiers (2022) emphasizes that the state has an obligation to balance the protection of 

freedom of expression with the protection of others’ rights, particularly in addressing hate speech, 

without undermining the essence of citizens’ constitutional rights. In the Indonesian context, (Udjari et 

al., 2022) also emphasize that restrictions on freedom of expression must be aimed at safeguarding the 

public interest and democracy, not used as a tool to limit legitimate criticism of the government. 

In the Indonesian legal system, restrictions on freedom of expression are constitutionally 

grounded in Article 28J of the 1945 Constitution of the Republic of Indonesia, which permits restrictions 

on the exercise of human rights provided they are established by law to ensure respect for the rights of 

others, morality, religious values, security, and public order. However, the application of these provisions 

must still be subject to the principles of the rule of law, legal certainty, and the protection of 

constitutional rights. Butt & Murharjanti (2022) point out that legislation must align with the decisions 

of the Constitutional Court—as the guardian of the Constitution—to ensure it does not deviate from 

the constitutional rights guaranteed to citizens. Furthermore, Hermanto et al., (2022) explain that the 

constitutionality of restrictions on freedom of expression—including those under the Electronic 

Information and Transactions Law—must be assessed based on the principles of human rights 

protection and the rulings of the Constitutional Court. This approach is reinforced by Taqwa (2026) 

through the structured proportionality test, which assesses the legality, legitimate purpose, necessity, 

and proportionality of a restriction before it is deemed constitutional. Furthermore, Pratiwi (2021) 
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emphasizes that restrictions on rights that do not meet constitutional standards have the potential to 

violate freedom of expression and undermine the quality of democracy and the rule of law. 

2.3 Regulations on Freedom of Expression in Law No. 1 of 2024 on Information and Electronic Transactions 

Law No. 1 of 2024, as the second amendment to the Electronic Information and Transactions Law (EIT 

Law), represents an effort by lawmakers to strengthen legal certainty in managing the digital space while 

aligning regulations with advancements in information technology and the protection of human rights. 

One significant change concerns the regulations on defamation, slander, and the dissemination of 

electronic information under Article 27A, as well as other provisions related to the protection of 

individual rights in cyberspace. These changes are intended to clarify the scope of criminal norms and 

reduce the potential for criminalizing the exercise of the right to freedom of expression. However, 

several studies indicate that the wording of the provisions in some articles still leaves room for multiple 

interpretations, which could affect legal certainty. Apandi et al., (2024) emphasize that the ambiguity of 

the provisions in Article 27A and related articles still creates opportunities for differing interpretations 

when distinguishing between criticism protected by the Constitution and acts that constitute 

defamation or slander. In line with this, Feka et al., (2025) state that the amendments to the ITE Law 

have addressed some of the shortcomings of the previous regulations, but further legal reforms are still 

needed to ensure that the protection of freedom of expression is balanced with the protection of others’ 

reputations and rights. 

From a constitutional law perspective, the application of the provisions in Law No. 1 of 2024 

cannot be separated from the principles of legal certainty, proportionality, and the protection of citizens’ 

constitutional rights. Therefore, the interpretation of Article 27A and related provisions must take into 

account the elements of the offense, the nature of complaint-based offenses, the purpose of the 

restrictions, and the context of the expression conveyed, including the distinction between criticism, 

opinion, satire, and factual allegations related to the public interest. Haryanto (2025) explains that the 

evolution of Constitutional Court rulings provides important guidance for interpreting amendments to 

the ITE Law so that they do not conflict with the guarantee of freedom of expression enshrined in the 

1945 Constitution of the Republic of Indonesia. This approach is also supported by research on the 

application of defamation provisions on social media, which emphasizes that the protection of 

reputation must be balanced with respect for freedom of expression through the application of the 

principles of legality, legal certainty, and proportionality (Fauzi & Info, 2025). 

2.4 Constitutional Balancing and Case Law in the Protection of Freedom of Expression 

The protection of freedom of expression in a democratic state governed by the rule of law depends not 

only on the formulation of constitutional norms and legislation, but also on how those norms are 

interpreted and applied by the judiciary. In modern constitutional law, conflicts between freedom of 

expression and the right to dignity, public order, or the interests of the state are resolved through the 

“constitutional balancing” approach—a method of balancing constitutional rights based on the principle 

of proportionality. This approach holds that no single right is absolute; therefore, any restriction must 

be tested against the criteria of legality, legitimate purpose, necessity, and proportionality in a 

democratic society (Villiers, 2022). In Indonesia, the Constitutional Court has gradually adopted the 

principle of proportionality as a framework for adjudication when conflicts arise between constitutional 

rights, ensuring that the resulting rulings are not only oriented toward legal certainty but also toward 
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the protection of human rights and substantive justice (Lailam & Anggia, 2023). Furthermore, Fernando 

et al., (2022) emphasize that the protection of freedom of expression must be situated within the 

framework of the rule of law, which ensures a balance between individual rights and the public interest 

through constitutional restriction mechanisms. 

In the context of freedom of expression in the digital sphere, the development of the 

Constitutional Court’s jurisprudence plays a crucial role in providing interpretive guidance on the 

provisions of the Law on Information and Electronic Transactions (ITE Law). Butt & Murharjanti (2022) 

point out that Constitutional Court rulings are not only binding on the parties involved but also serve 

as a reference for lawmakers in aligning regulations with constitutional principles. This is further evident 

in Constitutional Court Decision No. 105/PUU-XXII/2024, which provides a new direction for interpreting 

provisions regarding defamation and the protection of freedom of expression under the Electronic 

Information and Transactions Law (EIT Law). Majid & Angraeni (2025) and Haryanto (2025) explain that 

this decision strengthens protection for criticism made in the public interest while clarifying the 

boundaries of criminal law application to prevent excessive criminalization. In line with this, Taqwa 

(2025) argues that the Constitutional Court’s application of the structured proportionality test is an 

appropriate approach for assessing the constitutionality of restrictions on freedom of expression, as it 

effectively balances the protection of constitutional rights, the public interest, and legal certainty in an 

objective manner consistent with the principles of a democratic rule of law. 

 

3. Research Method 
 

This study employs the normative legal research method (doctrinal legal research) using the statutory 

approach (statute approach), the conceptual approach (conceptual approach), and the case approach 

(case approach). The statutory approach is used to analyze the provisions on freedom of expression in 

the 1945 Constitution of the Republic of Indonesia, Law No. 39 of 1999 on Human Rights, Law No. 12 

of 2005 on the Ratification of the International Covenant on Civil and Political Rights (ICCPR), the 

Criminal Code, and Law No. 1 of 2024 on the Second Amendment to Law No. 11 of 2008 on Electronic 

Information and Transactions. A conceptual approach is used to analyze freedom of expression, 

constitutional rights, human rights, public order, public interest, national security, legality, necessity, and 

proportionality. In contrast, a case-based approach is used to examine the development of 

constitutional interpretation through Constitutional Court decisions and court rulings related to 

freedom of expression in the digital space. 

The legal materials used consist of primary, secondary, and tertiary sources. Primary legal 

materials include the 1945 Constitution of the Republic of Indonesia, Law No. 39 of 1999 on Human 

Rights, Law No. 12 of 2005 on the Ratification of the ICCPR, the Criminal Code, Law No. 1 of 2024 on 

the Second Amendment to the ITE Law, as well as Constitutional Court decisions related to restrictions 

on freedom of expression, including Constitutional Court Decision No. 105/PUU-XXII/2024 and other 

relevant decisions. Secondary legal sources include scholarly articles, books, national and international 

legal journals, academic commentaries, and research findings published by reputable publishers such 

as Elsevier, Springer, Wiley, Emerald, as well as SINTA-accredited national journals. Tertiary legal sources 

include legal dictionaries, legal encyclopedias, and official documents that support the interpretation of 

legal concepts. 
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The collection of legal materials was conducted through a systematic literature review by 

searching for publications issued during the 2022–2026 period, except laws and court decisions, which 

were used without any time restrictions due to their binding legal force. Literature searches were 

conducted using the Scopus, ScienceDirect (Elsevier), SpringerLink, Wiley Online Library, Emerald 

Insight, HeinOnline, Google Scholar, Garuda, and SINTA databases, as well as the official portals of the 

Constitutional Court, the Supreme Court, the Legal Documentation and Information Network (JDIH), 

and the Ministry of Law of the Republic of Indonesia. Articles were selected if they met the following 

criteria: (1) they discussed freedom of opinion, freedom of expression, or restrictions thereon from a 

legal perspective; (2) they were related to the ITE Law, constitutional rights, or human rights; and (3) 

they were published in scientific journals that had undergone a peer review process. Literature that is 

not directly relevant, cannot be verified, or lacks complete bibliographic information was excluded from 

the analysis. 

The analysis of legal materials was conducted using a qualitative-descriptive approach through 

four stages: inventory, classification, interpretation, and legal argumentation. The inventory stage 

identified all relevant regulations, court decisions, and literature. Subsequently, the legal materials were 

classified based on the hierarchy of norms, the scope of regulation, and the legal issues under 

examination. The interpretation stage was conducted using grammatical, systematic, historical, and 

teleological methods to interpret the provisions of Law No. 1 of 2024, specifically Article 27A and Article 

28(2), as well as their relationship to constitutional provisions and international human rights 

instruments. If differences in interpretation are found between regulations or among academic opinions, 

they are resolved through a constitutional balancing approach by applying the principles of legality, 

necessity, and proportionality as developed in the Constitutional Court's jurisprudence and the 

standards of the ICCPR. The results of the analysis are then systematically organized to address the 

research questions regarding the form of constitutional protection for freedom of expression, the limits 

on such freedom under the ITE Law, and a model for balancing freedom of expression with the interests 

of public order in a democratic state governed by the rule of law. 

 

4. Results and Discussion 

4.1 Analysis Results 

4.1.1 Legal Findings on the Protection of Freedom of Expression in the Indonesian Legal System 

Based on a review of primary and secondary legal sources and court decisions, this study finds that the 

Indonesian legal system has provided a relatively comprehensive normative framework to guarantee 

freedom of expression as a constitutional right of citizens. This protection is grounded in Article 28E, 

paragraph (3), and Article 28F of the 1945 Constitution of the Republic of Indonesia, which guarantee 

every person’s right to express opinions, access information, and communicate through various media. 

These provisions are reinforced by Law No. 39 of 1999 on Human Rights and Law No. 12 of 2005 on the 

Ratification of the International Covenant on Civil and Political Rights (ICCPR), which recognize freedom 

of expression as part of civil and political rights that must be respected, protected, and fulfilled by the 

state. 

The research findings also indicate that these constitutional guarantees do not treat freedom 

of expression as an absolute right. Article 28J of the 1945 Constitution of the Republic of Indonesia 

provides a constitutional basis for the state to impose restrictions on the exercise of human rights, 
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provided that such restrictions are enacted through legislation and aim to protect the rights of others, 

public morality, national security, and public order. Thus, the Indonesian legal system has adopted the 

principle that the protection of constitutional rights must go hand in hand with the public interest in a 

democratic state governed by the rule of law. This study further found that although the normative 

framework is in place, there remains inconsistency in the application of concepts related to the 

restriction of rights. The terms “public order,” “public interest,” “national security,” “morality,” and “the 

rights of others” are often used interchangeably in various regulations and law enforcement practices, 

without clear conceptual boundaries. This situation creates broad room for interpretation by law 

enforcement officials, potentially leading to legal uncertainty in determining whether a form of 

expression constitutes constitutionally protected criticism or meets the criteria for restrictions permitted 

by law. 

Other findings indicate that the standards for restrictions that have evolved in international 

human rights law—namely, legality, necessity, and proportionality—have not yet been consistently 

applied in national legal practice. Most regulations have met the legality requirement because 

restrictions are imposed through laws. However, the application of the requirements of necessity and 

proportionality still relies heavily on the interpretation of law enforcement officials and the courts. As a 

result, protections for freedom of expression in the digital sphere have not yet fully provided legal 

certainty, particularly in distinguishing between legitimate expression, criticism of public policy, satire, 

opinion, and factual statements related to the public interest. 

4.1.2 Legal Findings Regarding the Provisions of Article 27A and Article 28(2) of Law No. 1 of 2024 

The research findings indicate that the amendments introduced by Law No. 1 of 2024 have updated 

several provisions of the Electronic Information and Transactions Law (EIT Law) to enhance legal 

certainty in the management of the digital space. One of the most significant changes is found in the 

provisions regarding defamation under Article 27A, which prohibits the distribution, transmission, or 

creation of electronic information or documents containing defamatory content about a person in a 

manner that makes them accessible. Compared to the previous provisions, this change reflects a trend 

toward aligning the criminal norms in the ITE Law with the provisions on defamation in the Criminal 

Code (KUHP), particularly regarding the nature of the offense and the protection of legal interests such 

as an individual’s honor. This study found that the legal elements in Article 27A consist of the subject 

element, namely “any person”; the act element, namely distributing, transmitting, or making electronic 

information or electronic documents accessible; the object element, namely accessible electronic 

information or electronic documents; and the content element, namely an attack on a person’s honor 

or reputation. Furthermore, the application of this provision also requires a causal link between the 

perpetrator’s act and the harm to an individual’s dignity, as stipulated in the defamation provisions of 

the Criminal Code. Thus, the presence of these elements indicates that not every expression or criticism 

conveyed through digital media automatically constitutes a criminal offense. 

The research findings also indicate that Article 27A is a complaint-based offense, meaning that 

law enforcement proceedings can only be initiated if a complaint is filed by a party who feels their honor 

has been violated. This characteristic represents a significant change from previous practices because it 

provides greater protection against the excessive use of criminal law (overcriminalization). However, the 

study found that although the complaint-based nature of the offense has imposed procedural 

limitations, the phrasing “attack on honor or reputation” still leaves considerable room for interpretation 
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in law enforcement practice. In addition to Article 27A, this study also found that Article 28(2) retains 

provisions regarding the dissemination of information intended to incite hatred or hostility based on 

ethnicity, religion, race, and intergroup relations (SARA). A normative analysis reveals that this provision 

contains elements of intent, the dissemination of information, the purpose of inciting hatred or hostility, 

and the protected object—namely, social groups based on specific identities. Thus, the focus of Article 

28(2) differs from that of Article 27A, as it is more directed toward protecting public order and social 

cohesion rather than safeguarding an individual’s reputation. 

This study further identified several areas that still have the potential to lead to differing 

interpretations in the application of these two provisions. First, there are no normative parameters that 

explicitly distinguish between criticism, opinion, satire, evaluation, and factual allegations in the digital 

sphere. Second, the boundary between expression carried out in the public interest and expression that 

attacks personal dignity has not been clearly defined in the law. Third, regulations regarding the 

relationship between freedom of expression as a constitutional right and the protection of individual 

reputation still rely heavily on interpretation by law enforcement officials and the courts. Based on these 

findings, the study concludes that the amendments introduced by Law No. 1 of 2024 have improved 

the regulatory framework for criminal offenses in the digital space, particularly by clarifying the nature 

of offenses and aligning them with the Criminal Code (KUHP). However, in terms of the substance of 

the legal norms, there remains a need to clarify interpretations so that the application of Article 27A 

and Article 28(2) can strike a balance between the protection of freedom of expression, the protection 

of individual dignity, and the interests of public order. 

4.1.3 Case Law Findings on the Protection of Freedom of Expression in the Digital Realm 

Research findings indicate that the development of case law in Indonesia plays an increasingly important 

role in defining the constitutional boundaries between freedom of expression and the protection of 

individual rights in the digital sphere. An analysis of decisions by the Constitutional Court, the Supreme 

Court, and several lower courts indicates that the resolution of disputes related to freedom of expression 

is no longer based solely on the normative provisions of the Law on Information and Electronic 

Transactions (ITE Law), but also takes into account constitutional principles, human rights, and the 

purpose of restricting rights. Thus, case law serves as an interpretive tool that guides the application of 

legal norms when the law has not yet detailed the boundary between legitimate criticism and criminal 

acts. 

This study found that Constitutional Court Decision No. 105/PUU-XXII/2024 represents a 

significant development in interpreting the Electronic Information and Transactions Law following the 

enactment of Law No. 1 of 2024. The decision affirms that provisions regarding defamation and slander 

in the digital sphere cannot be applied separately from the guarantee of freedom of expression 

enshrined in the 1945 Constitution of the Republic of Indonesia. The Constitutional Court recognizes 

freedom of expression as a constitutional right that must be protected. However, it acknowledges that 

this right may be restricted provided that such restrictions meet constitutional requirements and are 

implemented to protect the rights of others or the public interest. 

An analysis of case law also indicates that courts are beginning to distinguish between the 

nature of various forms of expression in the digital space. Criticism of government policies, the 

expression of opinions, comments related to the public interest, and satirical expressions are 

fundamentally protected by the Constitution as long as they do not constitute an attack on a person’s 
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dignity or contain the intent to incite hatred based on legally protected identities. Conversely, 

expressions containing baseless factual allegations, personal insults, the dissemination of information 

intended to deliberately damage an individual’s reputation, or incitement leading to discrimination and 

hostility are deemed to meet the elements of a criminal offense in accordance with applicable 

provisions. This study further found that not all court rulings have applied a uniform standard of 

interpretation regarding Article 27A or Article 28(2) of the ITE Law. In some cases, legal reasoning still 

places greater emphasis on the fulfillment of the formal elements of a criminal offense rather than on 

an assessment of the context of the expression of opinion, the public interest, or the proportionality of 

restrictions on constitutional rights. These differing approaches have resulted in continued variation in 

the application of the law to cases with similar characteristics, particularly those involving criticism of 

public officials or the expression of opinions via social media. 

Based on an analysis of court decisions, this study found that the development of Indonesian 

jurisprudence tends to move toward stronger protection of freedom of expression through 

interpretations that take into account constitutional values, human rights, and the principles of 

democratic rule of law. However, consistency in applying these principles still needs to be strengthened, 

particularly through clearer legal parameters distinguishing constitutionally protected criticism, opinion, 

satire, factual allegations, defamation, and hate speech. These findings indicate that case law plays a 

strategic role in reducing the ambiguity of the ITE Law’s provisions while also serving as the foundation 

for developing a model that balances freedom of expression with the interests of public order.  

4.2 Discussion 

4.2.1 A Doctrinal Analysis of the Protection of Freedom of Expression as a Constitutional Right 

Research findings indicate that the protection of freedom of expression within the Indonesian legal 

system has been established through three layers of legal instruments: the Constitution, legislation, and 

international human rights instruments. However, this normative framework does not yet fully 

guarantee legal certainty in practice, as there remain differing interpretations regarding the boundary 

between freedom of expression and the restrictions permitted by law. Thus, the main issue in protecting 

freedom of expression in the digital sphere does not lie in the absence of a legal basis, but rather in the 

lack of consistent legal parameters for determining the constitutional boundary between protected 

expression and expression that may be restricted. 

From a doctrinal perspective, Article 28E, paragraph (3), and Article 28F of the 1945 Constitution 

of the Republic of Indonesia provide constitutional guarantees for every citizen’s right to express 

opinions, access information, and communicate through various media. However, these guarantees 

must be interpreted systematically in conjunction with Article 28J of the 1945 Constitution of the 

Republic of Indonesia, which permits restrictions on these rights provided they are based on law and 

aimed at protecting the rights of others, morality, religious values, security, and public order. Therefore, 

freedom of expression within the Indonesian legal system constitutes a constitutional freedom, not an 

absolute freedom; consequently, its exercise is always governed by the framework of a democratic rule 

of law that balances the protection of individual rights with the interests of society. 

The research findings also show that concepts such as public order, public interest, national 

security, public morality, and rights of others are still often treated as interchangeable terms, even 

though each has a distinct conceptual basis and legal function. From the perspective of international 

human rights law, public order refers to conditions that ensure the functioning of society based on the 
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rule of law and social order. In contrast, public interest is a broader policy objective and is not always 

related to restrictions on constitutional rights. This distinction has important implications because the 

basis for restrictions used will determine whether a state action meets constitutional requirements or, 

conversely, exceeds the limits of permissible authority. 

Based on these findings, this study argues that the protection of freedom of expression in the 

digital sphere cannot be based solely on the existence of constitutional norms and legislation. Such 

protection must be realized through the application of objective, consistent, and predictable restrictions 

(predictable legal interpretation), so that any restriction on freedom of expression is truly based on 

legitimate purposes and is not used as a tool to stifle criticism of public policy. Thus, the protection of 

constitutional rights depends not only on the quality of legislation but also on the quality of legal 

interpretation carried out by law enforcement officials and judicial institutions in applying the principles 

of a democratic rule of law.  

4.2.2 A Doctrinal Analysis of Article 27A and Article 28, Paragraph (2) of Law No. 1 of 2024 

The research findings indicate that the amendments introduced by Law No. 1 of 2024 have improved 

the systematic framework for regulating criminal offenses in the digital realm, particularly through the 

reformulation of Article 27A concerning attacks on honor or reputation. Nevertheless, these 

amendments have not yet fully resolved the interpretive issues long associated with the defamation 

provisions in the ITE Law. From a criminal law perspective, a legal norm can only provide legal certainty 

if each element of the offense is clearly defined (lex certa) and does not leave room for overly broad 

interpretation (lex stricta). Therefore, an analysis of Article 27A must not only be based on the 

legislature’s intent but must also examine the legal elements that constitute the criminal offense. 

Doctrinally, Article 27A contains four main elements: the legal subject (“any person”), the act 

(“distributing,” “transmitting,” or “making accessible”), the object (“Electronic Information or Electronic 

Documents”), and the content consisting of “an attack on honor or reputation.” All four elements must 

be cumulatively satisfied; thus, not every statement that causes discomfort or criticizes someone can be 

classified as a criminal offense. Consequently, the focus of protection under Article 27A does not lie in 

restricting freedom of expression, but rather in protecting the legal interest of personal reputation, 

which is guaranteed under the Indonesian criminal law system. 

The nature of Article 27A as a complaint-based offense also has significant implications for the 

protection of freedom of expression. Unlike ordinary offenses, law enforcement proceedings can only 

be initiated if a complaint is filed by a party who feels directly wronged. This characteristic indicates that 

the legislature has sought to limit the use of criminal law so that it is not excessively applied to 

expressions that do not tangibly harm a person’s reputation. However, this study finds that the change, 

like the offense, has not fully resolved the main issue, namely the absence of normative parameters 

defining the boundary between constitutionally protected criticism and attacks on a person’s reputation. 

This issue becomes even more critical when Article 27A is applied to expressions related to the 

public interest. In practice, criticism of government policies, evaluations of public officials, the expression 

of academic opinions, and political satire often employ harsh or sharp language. However, the legal 

nature of such expressions differs from personal defamation. Criticism is an assessment of actions or 

policies related to the public interest, whereas defamation is oriented toward an attack on an individual’s 

personal dignity. Similarly, satire is a form of expression that uses irony or sarcasm as part of artistic and 

political freedom. In contrast, factual allegations are statements regarding a fact whose truth can be 
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objectively proven. Therefore, these four forms of expression cannot be treated identically in the 

application of Article 27A. An analysis of Article 28(2) reveals distinct legal characteristics. This provision 

is not intended to protect an individual’s honor, but rather to protect broader legal interests, namely 

public order, social harmony, and the protection of community groups from hate speech based on 

ethnicity, religion, race, and intergroup relations (SARA). Thus, the object of protection under Article 

28(2) is the stability of community life, not an individual’s reputation. This difference in the object of 

protection necessitates an interpretive approach that differs from that of Article 27A; consequently, the 

two articles cannot be applied interchangeably. 

Based on the research findings, the main weakness of the regulatory framework following the 

enactment of Law No. 1 of 2024 no longer lies in the structure of the legal norms, but rather in the 

absence of interpretive guidelines that explicitly distinguish between criticism, opinion, satire, factual 

allegations, defamation, and hate speech. Consequently, law enforcement can still result in differing 

rulings in cases under different circumstances. Therefore, the application of Article 27A and Article 28(2) 

must be carried out through a systematic interpretation, referencing the 1945 Constitution of the 

Republic of Indonesia, the Criminal Code, international human rights instruments, and the jurisprudence 

of the Constitutional Court, so that the objectives of protecting individual dignity and public order do 

not undermine the essence of freedom of expression as a constitutional right. 

4.2.3 The Application of Constitutional Balancing to Article 27A and Article 28, Paragraph (2) of Law No. 

1 of 2024 

The research findings indicate that the main issue in implementing Law No. 1 of 2024 does not lie in the 

recognition of freedom of expression or the legitimacy of its restrictions, but rather in the lack of 

consistent parameters for determining when such restrictions are constitutionally justified. Therefore, 

resolving the conflict between freedom of expression and the protection of individual dignity and public 

order requires a constitutional balancing approach—a method of balancing constitutional rights that 

places all rights on an equal footing without treating any one of them as absolute. This approach 

requires that any restriction on freedom of expression be tested against three main parameters: legality, 

necessity, and proportionality. The first parameter is legality, meaning that a restriction may only be 

imposed if it has a clear, predictable legal basis and is explicitly formulated in legislation. In the context 

of Law No. 1 of 2024, the requirement of legality has, in principle, been met because Article 27A and 

Article 28(2) provide a legal basis for the state to impose restrictions on certain forms of expression. 

However, this study found that meeting the legality requirement has not fully resolved the issue of legal 

certainty, as phrases such as “an attack on honor or reputation” still require further interpretation to 

satisfy the principles of lex certa and lex stricta. Thus, legality cannot be understood merely as the 

existence of a norm but must also encompass the clarity of the norm’s formulation so that citizens can 

reasonably discern the boundaries of permitted and prohibited conduct. 

The second parameter is necessity. Based on this principle, restrictions may only be imposed if 

they are truly necessary to protect a legitimate aim, such as the rights of others, public order, national 

security, or the prevention of discrimination and violence. This study found that Article 27A aims to 

protect individual dignity. At the same time, Article 28(2) is intended to protect public order by 

preventing the spread of hate speech based on ethnicity, religion, race, or intergroup relations (SARA). 

Therefore, these two articles protect different interests, and their application cannot be uniform. 

Criticism of government policies, academic evaluations, and the expression of opinions related to the 

https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://issn.brin.go.id/terbit/detail/20230206301037059
https://doi.org/10.60079/acsr.v4i2.966


2026. The Author(s). This open-access article is distributed under a Creative Commons 

Attribution 4.0 International License. 

 

Advances in Community Services Research  

Volume 4, Issue 2 (2026). 181-196   e-ISSN: 2985-9778 

DOI: https://doi.org/10.60079/acsr.v4i2.966       

 

 
Page | 193  

 

public interest generally do not meet the criteria for restriction and do not cause actual harm to 

protected legal interests. Conversely, speech that directly incites hostility, discrimination, or attacks a 

person’s dignity without a valid basis may meet the criteria for restriction. 

The third parameter is proportionality. This principle requires that restrictions not exceed the 

intended purpose and that the substance of constitutional rights be preserved. This study found that 

proportionality is the most decisive factor because most issues regarding the application of the ITE Law 

arise not from a lack of legal basis, but because the use of criminal law is not always proportionate to 

the level of harm caused by a particular expression. Therefore, the application of Article 27A must take 

into account the context of the expression, the status of the criticized party, the protected public interest, 

the form of expression used, and the presence of intent to attack a person’s honor. Similarly, the 

application of Article 28(2) must be limited to expressions that genuinely have a real potential to incite 

hatred or hostility toward groups protected by law, not toward differences of opinion that remain within 

the realm of democracy. 

Based on the application of these three parameters, this study proposes a constitutional 

balancing model as a guideline for interpretation in enforcing Law No. 1 of 2024. This model is carried 

out through four stages, namely: (1) identifying the constitutional rights that may be restricted; (2) 

determining the legitimate purpose of the restriction based on the 1945 Constitution of the Republic of 

Indonesia and international human rights instruments; (3) testing whether the restriction meets the 

principles of legality, necessity, and proportionality; and (4) assessing whether there are less restrictive 

alternatives that can still protect the same legal interests. Through these stages, restrictions on freedom 

of expression no longer depend on the subjective interpretation of law enforcement officials, but rather 

on constitutional parameters that can be applied consistently and are legally justifiable. Thus, the 

primary contribution of this research lies not only in the analysis of the amendments to Law No. 1 of 

2024, but also in the development of a constitutional balancing framework that integrates provisions of 

the 1945 Constitution of the Republic of Indonesia, the ITE Law, the Criminal Code, the ICCPR, and the 

jurisprudence of the Constitutional Court as guidelines for distinguishing between constitutionally 

protected criticism, opinions, satire, factual allegations, defamation, and hate speech. This framework is 

expected to strengthen legal certainty, prevent excessive criminalization, and maintain a balance 

between the protection of citizens’ constitutional rights and the interests of public order in the digital 

space. 

 

5. Concluding Remarks and Recommendation 
 

This study aims to analyze the forms of legal protection for freedom of expression as a constitutional 

right of citizens in the digital space, examine the implementation of restrictions based on Law No. 1 of 

2024 concerning the Second Amendment to the Law on Information and Electronic Transactions (ITE 

Law), and to formulate a model for balancing freedom of expression and public order from the 

perspective of a democratic state governed by the rule of law. Using normative legal research through 

legislative, conceptual, and case-based approaches, this study finds that freedom of expression is 

constitutionally guaranteed under Article 28E, paragraph (3). Article 28F of the 1945 Constitution of the 

Republic of Indonesia, but its exercise may be restricted under Article 28J provided that such restrictions 

comply with the principles of legality, necessity, and proportionality. This study also demonstrates that 

Article 27A and Article 28(2) of Law No. 1 of 2024 have distinct objects of legal protection—namely, the 
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protection of an individual’s honor and the protection of public order—and thus their application must 

be carried out through an interpretation that distinguishes between criticism, opinion, satire, factual 

allegations, defamation, and hate speech to prevent the criminalization of expressions protected by the 

Constitution. 

The main contribution of this study lies in developing a constitutional balancing framework as 

an interpretive parameter in applying Law No. 1 of 2024. Unlike previous studies, which generally focus 

only on freedom of expression or the general implementation of the ITE Law, this study offers a 

balancing model that integrates the 1945 Constitution of the Republic of Indonesia, the ICCPR, the 

Criminal Code, amendments to the ITE Law, and the jurisprudence of the Constitutional Court through 

the application of the principles of legality, necessity, and proportionality. Theoretically, this model 

clarifies the constitutional boundaries between freedom of expression and permissible restrictions in a 

democratic state. Practically, the findings of this study can serve as a guideline for law enforcement 

officials in interpreting Article 27A and Article 28(2) more consistently. At the same time, from a policy 

perspective, they provide a basis for developing interpretive guidelines and regulatory improvements 

to enhance legal certainty and the protection of human rights in the digital space. 

This study has limitations because it employs a normative legal approach focused on the 

analysis of legislation, legal doctrine, and case law, without being supported by empirical data regarding 

the implementation of the ITE Law or the perceptions of law enforcement officials and the public. 

Furthermore, the case law analysis remains limited to rulings directly related to freedom of expression 

and amendments to Law No. 1 of 2024. Therefore, future research is recommended to use an empirical 

approach or socio-legal research to evaluate the application of Article 27A and Article 28(2) in judicial 

practice, measure their impact on freedom of expression in the digital sphere, and test the effectiveness 

of the constitutional balancing model proposed in this study as a basis for the development of digital 

legal policy in Indonesia.  

Statement of Use of Generative AI 

During the preparation of this work, the author used generative artificial intelligence tools to support 

the scientific writing process. Grammarly was used to check grammar, refine writing style, and improve 

clarity in scientific writing. All interpretations, analyses, and conclusions presented in this study are the 

sole responsibility of the author. 
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